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Permission Name Permission Explanation Permission Name Permission Explanation Permission Name Permission Explanation

CALL_PHONE

Initiate a phone call without going through the Dialer 
user interface for the user to confirm the call being 
placed MANAGE_ACCOUNTS

Add or remove accounts, create accounts and set 
passwords, use accounts on the device MANAGE_ACCOUNTS

Add or remove accounts, create accounts and set 
passwords, use accounts on the device

GET_ACCOUNTS Access the list of accounts known by the phone ACCESS_COARSE_LOCATION

Access coarse location sources, such as the 
mobile network database or Wi-Fi network, to 
determine an approximate phone location, where 
available. Malicious applications can use this to 
determine approximately where you are. ACCESS_COARSE_LOCATION

Access coarse location sources, such as the mobile 
network database or Wi-Fi network, to determine an 
approximate phone location, where available. 
Malicious applications can use this to determine 
approximately where you are.

BLUETOOTH_ADMIN Discover and pair Bluetooth devices WRITE_EXTERNAL_STORAGE Write to external storage WRITE_EXTERNAL_STORAGE Write to external storage

RECEIVE_BOOT_COMPLETED

Allows an application to start itself as soon as the 
system has finished booting. This can make it take 
longer to start the phone and allow the application to 
slow down the overall phone by always running. USE_CREDENTIALS Request authentication tokens USE_CREDENTIALS Request authentication tokens

WRITE_EXTERNAL_STORAGE Write to external storage AUTHENTICATE_ACCOUNTS

Use the account authenticator capabilities of the 
Account Manager, including creating accounts as 
well as obtaining and setting their passwords AUTHENTICATE_ACCOUNTS

Use the account authenticator capabilities of the 
Account Manager, including creating accounts as 
well as obtaining and setting their passwords

ACCESS_FINE_LOCATION

Access fine location sources, such as the Global 
Positioning System on the phone, where available. 
Malicious applications can use this to determine 
where you are and may consume additional battery 
power CAMERA

Take pictures and videos with the camera. This 
allows the application to collect images that the 
camera is seeing at any time. CAMERA

Take pictures and videos with the camera. This 
allows the application to collect images that the 
camera is seeing at any time.

ACCESS_COARSE_LOCATION

Access coarse location sources, such as the mobile 
network database or Wi-Fi network, to determine an 
approximate phone location, where available. 
Malicious applications can use this to determine 
approximately where you are. READ_CONTACTS

Read all of the contact (address) data stored on 
your phone. Malicious applications can use this to 
send your data to other people. READ_CONTACTS

Read all of the contact (address) data stored on 
your phone. Malicious applications can use this to 
send your data to other people.

INTERNET Open network sockets CHANGE_WIFI_MULTICAST_STATE

Receive packets not directly addressed to your 
device. This can be useful when discovering 
services offered nearby. It uses more power than 
the non-multicast mode. CHANGE_WIFI_MULTICAST_STATE

Receive packets not directly addressed to your 
device. This can be useful when discovering 
services offered nearby. It uses more power than 
the non-multicast mode.

ACCESS_NETWORK_STATE Access information about networks CHANGE_WIFI_STATE

Connect to and disconnect from Wi-Fi access 
points and to make changes to configured Wi-Fi 
networks CHANGE_WIFI_STATE

Connect to and disconnect from Wi-Fi access 
points and to make changes to configured Wi-Fi 
networks

WAKE_LOCK Prevent the phone from going to sleep ACCESS_FINE_LOCATION

Access fine location sources, such as the Global 
Positioning System on the phone, where 
available. Malicious applications can use this to 
determine where you are and may consume 
additional battery power ACCESS_FINE_LOCATION

Access fine location sources, such as the Global 
Positioning System on the phone, where available. 
Malicious applications can use this to determine 
where you are and may consume additional battery 
power

ACCESS_WIFI_STATE Access information about Wi-Fi networks INTERNET Open network sockets INTERNET Open network sockets

CAMERA

Take pictures and videos with the camera. This 
allows the application to collect images that the 
camera is seeing at any time. INSTALL_PACKAGES

Install new or updated Android packages. 
Malicious applications can use this to add new 
applications with arbitrarily powerful permissions. INSTALL_PACKAGES

Install new or updated Android packages. Malicious 
applications can use this to add new applications 
with arbitrarily powerful permissions.

BLUETOOTH Connect to a paired Bluetooth devices
com.android.launcher.permission.
INSTALL_SHORTCUT Install a shortcut in Launcher

com.android.launcher.permission.
INSTALL_SHORTCUT Install a shortcut in Launcher

READ_EXTERNAL_STORAGE Read from external storage CHANGE_NETWORK_STATE Change network connectivity state. CHANGE_NETWORK_STATE Change network connectivity state.

READ_PHONE_STATE

Access the phone features of the device. An 
application with this permission can determine the 
phone number and serial number of this phone, 
whether a call is active, the number that call is 
connected to and so on READ_EXTERNAL_STORAGE Read from external storage READ_EXTERNAL_STORAGE Read from external storage

C2D_MESSAGE
Allows an application to receive messages via 
Google Cloud Messaging

READ_SYNC_SETTINGS
Read the sync settings, such as whether sync is 
enabled for Contacts READ_SYNC_SETTINGS

Read the sync settings, such as whether sync is 
enabled for Contacts

RECEIVE READ_SYNC_STATS
Read the sync stats; e.g. the history of syncs that 
have occurred READ_SYNC_STATS

Read the sync stats; e.g. the history of syncs that 
have occurred

GET_ACCOUNTS Access the list of accounts known by the phone GET_ACCOUNTS Access the list of accounts known by the phone
ACCESS_WIFI_STATE View the information about the status of Wi-Fi. ACCESS_WIFI_STATE View the information about the status of Wi-Fi.
WAKE_LOCK Prevent the phone from going to sleep WAKE_LOCK Prevent the phone from going to sleep
ACCESS_NETWORK_STATE Access information about networks. ACCESS_NETWORK_STATE Access information about networks.

WRITE_SETTINGS

Modify the system’s settings data. Malicious 
applications can corrupt your system’s 
configuration WRITE_SETTINGS

Modify the system’s settings data. Malicious 
applications can corrupt your system’s configuration



WRITE_SYNC_SETTINGS
Modify the sync settings, such as whether sync is 
enabled for Contacts. WRITE_SYNC_SETTINGS

Modify the sync settings, such as whether sync is 
enabled for Contacts.

RECEIVE_BOOT_COMPLETED

Allows an application to start itself as soon as the 
system has finished booting. This can make it 
take longer to start the phone and allow the 
application to slow down the overall phone by 
always running. RECEIVE_BOOT_COMPLETED

Allows an application to start itself as soon as the 
system has finished booting. This can make it take 
longer to start the phone and allow the application 
to slow down the overall phone by always running.
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MANAGE_ACCOUNTS
Add or remove accounts, create accounts and set 
passwords, use accounts on the device MANAGE_ACCOUNTS

Add or remove accounts, create accounts and set 
passwords, use accounts on the device ACCESS_COARSE_LOCATION

Access coarse location sources, such as the mobile 
network database or Wi-Fi network, to determine an 
approximate phone location, where available. 
Malicious applications can use this to determine 
approximately where you are.

ACCESS_COARSE_LOCATION

Access coarse location sources, such as the mobile 
network database or Wi-Fi network, to determine an 
approximate phone location, where available. 
Malicious applications can use this to determine 
approximately where you are. ACCESS_COARSE_LOCATION

Access coarse location sources, such as the 
mobile network database or Wi-Fi network, to 
determine an approximate phone location, where 
available. Malicious applications can use this to 
determine approximately where you are. INTERNET Open network sockets

WRITE_EXTERNAL_STORAGE Write to external storage WRITE_EXTERNAL_STORAGE Write to external storage READ_PHONE_STATE

Access the phone features of the device. An 
application with this permission can determine the 
phone number and serial number of this phone, 
whether a call is active, the number that call is 
connected to and so on

USE_CREDENTIALS Request authentication tokens USE_CREDENTIALS Request authentication tokens WRITE_EXTERNAL_STORAGE Write to external storage

AUTHENTICATE_ACCOUNTS

Use the account authenticator capabilities of the 
Account Manager, including creating accounts as 
well as obtaining and setting their passwords AUTHENTICATE_ACCOUNTS

Use the account authenticator capabilities of the 
Account Manager, including creating accounts as 
well as obtaining and setting their passwords ACCESS_NETWORK_STATE Access information about networks.

CAMERA

Take pictures and videos with the camera. This 
allows the application to collect images that the 
camera is seeing at any time. CAMERA

Take pictures and videos with the camera. This 
allows the application to collect images that the 
camera is seeing at any time. ACCESS_WIFI_STATE

Connect to and disconnect from Wi-Fi access 
points and to make changes to configured Wi-Fi 
networks

READ_CONTACTS

Read all of the contact (address) data stored on your 
phone. Malicious applications can use this to send 
your data to other people. READ_CONTACTS

Read all of the contact (address) data stored on 
your phone. Malicious applications can use this to 
send your data to other people.

CHANGE_WIFI_MULTICAST_STATE

Receive packets not directly addressed to your 
device. This can be useful when discovering 
services offered nearby. It uses more power than the 
non-multicast mode. CHANGE_WIFI_MULTICAST_STATE

Receive packets not directly addressed to your 
device. This can be useful when discovering 
services offered nearby. It uses more power than 
the non-multicast mode.

CHANGE_WIFI_STATE
Connect to and disconnect from Wi-Fi access points 
and to make changes to configured Wi-Fi networks CHANGE_WIFI_STATE

Connect to and disconnect from Wi-Fi access 
points and to make changes to configured Wi-Fi 
networks

ACCESS_FINE_LOCATION

Access fine location sources, such as the Global 
Positioning System on the phone, where available. 
Malicious applications can use this to determine 
where you are and may consume additional battery 
power ACCESS_FINE_LOCATION

Access fine location sources, such as the Global 
Positioning System on the phone, where 
available. Malicious applications can use this to 
determine where you are and may consume 
additional battery power

INTERNET Open network sockets INTERNET Open network sockets

INSTALL_PACKAGES

Install new or updated Android packages. Malicious 
applications can use this to add new applications 
with arbitrarily powerful permissions. INSTALL_PACKAGES

Install new or updated Android packages. 
Malicious applications can use this to add new 
applications with arbitrarily powerful permissions.

com.android.launcher.permission.
INSTALL_SHORTCUT Install a shortcut in Launcher

com.android.launcher.permission.
INSTALL_SHORTCUT Install a shortcut in Launcher

CHANGE_NETWORK_STATE Change network connectivity state. CHANGE_NETWORK_STATE Change network connectivity state.
READ_EXTERNAL_STORAGE Read from external storage READ_EXTERNAL_STORAGE Read from external storage

READ_SYNC_SETTINGS
Read the sync settings, such as whether sync is 
enabled for Contacts READ_SYNC_SETTINGS

Read the sync settings, such as whether sync is 
enabled for Contacts

READ_SYNC_STATS
Read the sync stats; e.g. the history of syncs that 
have occurred READ_SYNC_STATS

Read the sync stats; e.g. the history of syncs that 
have occurred

GET_ACCOUNTS Access the list of accounts known by the phone GET_ACCOUNTS Access the list of accounts known by the phone
ACCESS_WIFI_STATE View the information about the status of Wi-Fi. ACCESS_WIFI_STATE View the information about the status of Wi-Fi.
WAKE_LOCK Prevent the phone from going to sleep WAKE_LOCK Prevent the phone from going to sleep
ACCESS_NETWORK_STATE Access information about networks. ACCESS_NETWORK_STATE Access information about networks.

WRITE_SETTINGS
Modify the system’s settings data. Malicious 
applications can corrupt your system’s configuration WRITE_SETTINGS

Modify the system’s settings data. Malicious 
applications can corrupt your system’s 
configuration



WRITE_SYNC_SETTINGS
Modify the sync settings, such as whether sync is 
enabled for Contacts. WRITE_SYNC_SETTINGS

Modify the sync settings, such as whether sync is 
enabled for Contacts.

RECEIVE_BOOT_COMPLETED

Allows an application to start itself as soon as the 
system has finished booting. This can make it take 
longer to start the phone and allow the application to 
slow down the overall phone by always running. RECEIVE_BOOT_COMPLETED

Allows an application to start itself as soon as the 
system has finished booting. This can make it 
take longer to start the phone and allow the 
application to slow down the overall phone by 
always running.
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Permission Name Permission Explanation Permission Name Permission Explanation
com.android.vending.BILLING Google Play billing service ACCESS_NETWORK_STATE Access information about networks
INTERNET Open network sockets ACCESS_WIFI_STATE Access information about Wi-Fi networks
ACCESS_NETWORK_STATE Access information about networks. INTERNET Open network sockets

ACCESS_COARSE_LOCATION

Access coarse location sources, such as the mobile 
network database or Wi-Fi network, to determine an 
approximate phone location, where available. 
Malicious applications can use this to determine 
approximately where you are. READ_EXTERNAL_STORAGE Read from external storage

ACCESS_FINE_LOCATION

Access fine location sources, such as the Global 
Positioning System on the phone, where available. 
Malicious applications can use this to determine 
where you are and may consume additional battery 
power RECEIVE_BOOT_COMPLETED

Get notified that the operating system has 
finished booting

WRITE_SETTINGS
Modify the system’s settings data. Malicious 
applications can corrupt your system’s configuration DOWNLOAD_WITHOUT_NOTIFICATION

Download files through the download manager 
without any notification being shown to the user.

CHANGE_CONFIGURATION
Change the current configuration, such as the locale 
or overall font size. REQUEST_INSTALL_PACKAGES Request installation of packages

WRITE_EXTERNAL_STORAGE Write to external storage WAKE_LOCK
PowerManager WakeLocks to keep the processor 
from sleeping or the screen from dimming

READ_EXTERNAL_STORAGE Read from external storage WRITE_EXTERNAL_STORAGE Write to external storage


