
Free VPN Risk Index: Android Apps
Network Test Results
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Hotspot Shield Free VPN Proxy & Wi-Fi Security AnchorFree GmbH hotspotshield.android.vpn 3 6
You are listed on a 
significant DNS blacklist

We received unexpected 
and possibly dangerous 
results when looking up 
important names

Your DNS resolver returns 
IP addresses for names 
that do not exist

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy 

We detected an HTTP 
proxy due to IP address 
differences 

The detected HTTP 
proxy blocks malformed 
HTTP requests

Not all DNS types were 
correctly processed

SuperVPN Free VPN Client SuperSoftTech com.jrzheng.supervpnfree 1 3
Your ISP's DNS server is 
slow to lookup names 

The packet loss was 
somewhat high

The network indicated 
bursts of packet loss

Some DNS resolvers 
appear to be down

Hi VPN - Super Fast VPN Proxy, Secure Hotspot VPN Hi Security com.ehawk.proxy.freevpn 0 4

Certain TCP protocols 
are blocked in outbound 
traffic 

The network indicated 
bursts of packet loss

Some DNS resolvers 
appear to be down

Your DNS server 
accepts unusual glue 
records

Hotspot Shield Basic - Free VPN Proxy & Privacy AnchorFree GmbH hssb.android.free.app 3 6
You are listed on a 
significant DNS blacklist 

We received unexpected 
and possibly dangerous 
results when looking up 
important names

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy  

We detected an HTTP 
proxy due to IP address 
differences

The detected HTTP 
proxy blocks malformed 
HTTP requests

Not all DNS types were 
correctly processed

Psiphon Pro - The Internet Freedom VPN Psiphon Inc. com.psiphon3.subscription 0 3

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy 

Some DNS resolvers 
appear to be down

Turbo VPN – Unlimited Free VPN & Fast Security VPN Innovative Connecting free.vpn.unblock.proxy.turbovpn Blocks Test Traffic Blocks Test Traffic
VPN Master - Free unblock Proxy VPN & security VPN Innovative Connecting free.vpn.unblock.proxy.vpnmaster Blocks Test Traffic Blocks Test Traffic
Snap VPN - Unlimited Free & Super Fast VPN Proxy Lemon Clove free.vpn.unblock.proxy.vpnpro Blocks Test Traffic Blocks Test Traffic

Hola Free VPN Proxy Hola org.hola 0 3
Fragmented UDP traffic 
is blocked

We detected at least one 
proxy 

Not all DNS types were 
correctly processed

SpeedVPN Free VPN Proxy GoSpeed Software us.gospeed.speedvpn 1 3
Your ISP's DNS server is 
slow to lookup names 

Certain TCP protocols 
are blocked in outbound 
traffic 

The packet loss was 
somewhat high 

Some DNS resolvers 
appear to be down

VPN Private VPN Private us.unbounded.vpn_private 0 2
Network packet buffering 
may be excessive

Some DNS resolvers 
appear to be down 

VPN Free - Betternet Hotspot VPN & Private Browser Betternet LLC com.freevpnintouch 2 7

We received unexpected 
and possibly dangerous 
results when looking up 
important names

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy 

Network packet buffering 
may be excessive

We detected an HTTP 
proxy due to IP address 
differences

The detected HTTP 
proxy blocks malformed 
HTTP requests

Not all DNS types were 
correctly processed 

Touch VPN -Free Unlimited VPN Proxy & WiFi Privacy TouchVPN Inc. com.northghost.touchvpn 1 3
You are listed on a 
significant DNS blacklist 

Certain TCP protocols 
are blocked in outbound 
traffic 

The NAT's DNS proxy 
doesn't fully implement 
the DNS standard 

Not all DNS types were 
correctly processed

AnonyTun Art Of Tunnel com.anonytun.android 0 3

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

The time to set up a 
TCP connection was 
somewhat high

Super VPN - Best Free Proxy SuperVPN Inc com.chengcheng.FreeVPN 0 1
Network packet buffering 
may be excessive 

EasyOvpn - Plugin for OpenVPN Easy4U Ltd. com.easyovpn.easyovpn 0 6

Certain TCP protocols 
are blocked in outbound 
traffic

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

Network packet buffering 
may be excessive

Some DNS resolvers 
appear to be down

Only some root servers 
returned DNSSEC 
information

Secure VPN – A high speed, ultra secure VPN Signal Lab com.fast.free.unblock.secure.vpn 0 3

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

Some DNS resolvers 
appear to be down

Thunder VPN - A Fast , Unlimited, Free VPN Proxy Signal Lab com.fast.free.unblock.thunder.vpn 0 3

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

Some DNS resolvers 
appear to be down

Yoga VPN - Free Unlimited & Secure Proxy & Unblock Sarah Hawken com.yogavpn Blocks Test Traffic Blocks Test Traffic

X-VPN - Free Unlimited VPN Proxy Free Connected Limited com.security.xvpn.z35kb 0 5

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy   - VERY LONG

Not all DNS types were 
correctly processed 

Your DNS server 
accepts unusual glue 
records 

TunnelBear VPN TunnelBear, LLC com.tunnelbear.android 0 5

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

The network indicated 
bursts of packet loss 

Not all DNS types were 
correctly processed 

Unable to fetch 
DNSSEC information 
from the roots

FlashVPN Free VPN Proxy FlashSoftware net.flashsoft.flashvpn.activity 0 3
Fragmented UDP traffic 
is blocked

Some DNS resolvers 
appear to be down

Only some root servers 
returned DNSSEC 
information

VPN Robot -Free Unlimited VPN Proxy &WiFi Security Lemon Clove free.vpn.unblock.proxy.freenetvpn Blocks Test Traffic Blocks Test Traffic
Unlimited Free VPN Monster - Fast Secure VPN Proxy Autumn Breeze 2018 free.vpn.unblock.proxy.vpnmonster Blocks Test Traffic Blocks Test Traffic

TapVPN Free VPN Mobbo pm.tap.vpn 0 2

Certain TCP protocols 
are blocked in outbound 
traffic

Not all DNS types were 
correctly processed

Ultrasurf (beta) - Unlimited Free VPN Proxy Ultrareach us.ultrasurf.mobile.ultrasurf 1 8
You are listed on a 
significant DNS blacklist 

Certain TCP protocols 
are blocked in outbound 
traffic 

Fragmented UDP traffic 
is blocked

We detected at least one 
proxy 

The network latency was 
somewhat high

The network indicated 
bursts of packet loss

Network bandwidth may 
be low

Network packet buffering 
may be excessive 

Your DNS server accepts 
unusual glue records

Free VPN Unlimited Proxy - Proxy Master Hotspot VPN( Proxy & Security )com.freevpn.unblock.proxy Blocks Test Traffic Blocks Test Traffic

Zero VPN TNTAPP net.tntapp.app.zerovpn Blocks Test Traffic Blocks Test Traffic
HOT VPN- Free･Unblock･Proxy Autumn Breeze 2018 co.acnet.hotvpn Blocks Test Traffic Blocks Test Traffic

Hammer VPN TunnelGuru com.in.hammervpn 0 2

Certain TCP protocols 
are blocked in outbound 
traffic

The network indicated 
bursts of packet loss

Troid VPN Free VPN Proxy TunnelGuru com.in.troidvpn 0 2

Certain TCP protocols 
are blocked in outbound 
traffic

Some DNS resolvers 
appear to be down

        
VPN 360 - Unlimited Free VPN Proxy TouchVPN Inc. co.infinitysoft.vpn360 Blocks Test Traffic Blocks Test Traffic

Free Unlimited VPN Proxy: VPNhub - Safely Hide IP AppAtomic Limited com.appatomic.vpnhub 0 3

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic

Not all DNS types were 
correctly processed

VPN super free proxy master unblock sites SHSApps com.baaghidevelopers.proxy.vpn 0 1
Not all DNS types were 
correctly processed

Browsec VPN - Free and Unlimited VPN Browsec LLC com.browsec.vpn 1 1
You are listed on a 
significant DNS blacklist 

Not all DNS types were 
correctly processed

Free & Premium VPN - FinchVPN Finch Technology Enterprisecom.finchvpn.android 3 6
You are listed on a 
significant DNS blacklist 

A detected in-network 
HTTP cache incorrectly 
caches information

Your ISP's DNS server is 
slow to lookup names

Certain TCP protocols 
are blocked in outbound 
traffic 

The time to set up a 
TCP connection was 
somewhat high

The network indicated 
bursts of packet loss 

Network packet buffering 
may be excessive

A detected in-network 
HTTP cache exists in 
your network 

Not all DNS types were 
correctly processed

Speedify - Bonding VPN Connectify Inc com.speedify.speedifyandroid 0 8

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

The network path does 
not reply when it eneds 
to fragment traffic

We detected at least one 
proxy

The network indicates 
bursts of packet loss

Content filters or 
compression proxies 
appear to be present in 
the network (MP3 / 
Torrent / Exe)

Not all DNS types were 
correctly processed

Your DNS server accepts 
unusual glue records

Hotspot VPN - Super Free VPN Unlimited Proxy Hotspot VPN( Proxy & Security )com.supervpn.freevpn Blocks Test Traffic Blocks Test Traffic

Solo VPN - One Tap Free Proxy SoloVPN & NCleaner - Notification Cleaner Productivityco.solovpn 0 5

Certain TCP protocols 
are blocked in outbound 
traffic

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

        
VPN Proxy by Hexatech - Secure VPN & Unlimited VPN Betternet LLC tech.hexa 2 8

We received unexpected 
and possibly dangerous 
results when looking up 
important names

Your DNS resolver returns 
IP addresses for name 
that do not exist

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy 

The packet loss was 
somewhat high

Network packet buffering 
may be excessive

We detected an HTTP 
proxy due to IP address 
interferences

The detected HTTP 
proxy blocks malformed 
HTTP requests

Not all DNS types were 
correctly processed

        
SkyVPN-Best Free VPN Proxy for Secure WiFi Hotspot Sentry SkyVPN Security Technologyme.skyvpn.app 0 2

The packet loss was 
somewhat high

Some DNS resolvers 
appear to be down
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LinkVPN Free VPN Proxy FuryWeb Tech org.furyweb.linkvpn 0 1
Some DNS resolvers 
appear to be down

VPN Unblocker Free unlimited Best Anonymous Secure Royal Partner Company com.unlockme.vpn 0 1
Not all DNS types were 
correctly processed

FREE VPN - Unseen Online FREE VPN - Unseen Onlinecom.unseenonline 0 1
Not all DNS types were 
correctly processed

GeckoVPN Free Fast Unlimited Proxy VPN Best Free VPN Proxy org.geckonet.gecko 0 4
The packet loss was 
somewhat high 

The time to set up a 
TCP connection was 
somewhat high

The network indicated 
bursts of packet loss 

Some DNS resolvers 
appear to be down 

Easy VPN - Free VPN proxy master, super VPN shield Hotspot VPN( Proxy & Security )easyvpn.free.vpn.unblock.proxy Blocks Test Traffic Blocks Test Traffic

VPN Easy - best free proxy ZPN free.vpn.proxy.unblock.android.easy.app0 1
Not all DNS types were 
correctly processed

Secure VPN - Free VPN Proxy, Best & Fast Shield Hotspot VPN( Proxy & Security )free.vpn.unblock.proxy.securevpn Blocks Test Traffic Blocks Test Traffic
        
Free VPN Proxy - ZPN ZPN im.zpn Blocks Test Traffic Blocks Test Traffic

VPN Unblock Bokep Sites Vpn Internet vpn.bokep.buka.blokir.internet.positif 1 7

Your DNS resolver returns 
IP addresses for names 
that do not exist

Certain TCP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

We detected an HTTP 
proxy due to flow 
content changes

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

VPN Over DNS Tunnel : SlowDNS TunnelGuru com.in.troiddns 1 9
Your ISP's DNS server is 
slow to lookup names

Certain TCP protocols 
are blocked in outbound 
traffic 

Fragmented UDP traffic 
is blocked 

The packet loss was 
somewhat high 

The time to set up a 
TCP connection was 
somewhat high 

The network indicated 
bursts of packet loss 

None of the server's 
bandwidth measurement 
packets arrived at the 
client 

Network packet buffering 
may be excessive 

Some DNS resolvers 
appear to be down 

Your DNS server accepts 
unusual glue records 

Best VPN Proxy OvpnSpider WCOMES TECHNOLOGIES CO.,LIMITEDcom.ovpnspider 0 4

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

Not all DNS types were 
correctly processed

Your DNS server 
accepts unusual glue 
records

VPN Unlimited Proxy AppVPN WCOMES TECHNOLOGIES CO.,LIMITEDappvpn.vpn 0 2

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic

WhatsVPN - Unlimited Free VPN Unlimited DT Security Studiocom.infvpn.turbo.free.proxy.whatsvpn Blocks Test Traffic Blocks Test Traffic
VPN Proxy Master - free unblock VPN & security VPN Innovative Connecting free.vpn.unblock.proxy.vpn.master.proBlocks Test Traffic Blocks Test Traffic

Amaze VPN(Free VPN Proxy ) FreeVPN free.unblock.vpnpro 1 5
Your ISP's DNS server is 
slow to lookup names

Certain TCP protocols 
are blocked in outbound 
traffic

Fragmented UDP traffic 
is blocked

We detected at least one 
proxy 

The network latency was 
somewhat high

The network indicated 
bursts of packet loss

Rocket VPN - Internet Freedom Liquidum Limited com.liquidum.rocketvpn 1 3
Your ISP's DNS server is 
slow to lookup names

Certain TCP protocols 
are blocked in outbound 
traffic

The NAT's DNS proxy 
doesn't fully implement 
the DNS standard

Not all DNS types were 
correctly processed

Windscribe VPN Windscribe com.windscribe.vpn.apk 0 1
Not all DNS types were 
correctly processed

Kaspersky Kaspersky com.kaspersky.secure.connection.apk 1 4
You are listed on a 
significant DNS blacklist

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocls 
are blocked in outbound 
traffic

Network packet buffering 
may be excessive

Not all DNS types were 
correctly processed

Secure Web VPN Secure Web com.secureweb Blocks Test Traffic Blocks Test Traffic

ACT VPN - Unlimited Free VPN & Fast VPN Proxy VPN 翻墙 com.vpn.kmvpn11 Blocks Test Traffic Blocks Test Traffic

GO VPN Proxy Master - Free.unlimed&High speed VPNMaster Team free.unblock.proxy.unlimited.vpnmaster0 4

Certain TCP protocols 
are blocked in outbound 
traffic

Fragmented UDP traffic 
is blocked

We detected at least one 
proxy

Some DNS resolvers 
appear to be down

Hideman Free VPN Hideman Ltd net.hideman.free 0 3

Certain TCP protocols 
are blocked in outbound 
traffic

Some DNS resolvers 
appear to be down

Some sites were 
blocked using DNS

MoonVPN Free VPN Unblock Proxy MoonRun Tech org.moonrun.moonvpn 0 2
Some DNS resolvers 
appear to be down

Only some root servers 
returned DNSSEC 
information

Bestline VPN - Free & Fast & Unlimited & Unblock Unlimited DT Security Studioco.bestline.turbo.free.vpn.unblock.proxyBlocks Test Traffic Blocks Test Traffic
Free and Unlimited VPN - Safe, Secure, Private! Gibli Mobile com.free_vpn Blocks Test Traffic Blocks Test Traffic
Hotspot VPN - Free, Unlimited, Fast and Secure Hotspot VPN com.hotspotvpn.android Blocks Test Traffic Blocks Test Traffic

Power VPN Free VPN PowerVPN com.vpn.powervpn 0 3

Certain TCP protocols 
are blocked in outbound 
traffic

The NAT's DNS proxy 
doesn't fully implement 
the DNS standard

Not all DNS types were 
correctly processed

EagleVPN-Free.unblock.proxy Eagle VPN proxy free.unblock.pro.flashvpn 0 4

Certain TCP protocols 
are blocked in outbound 
traffic

Fragmented UDP traffic 
is blocked

The network altency was 
somewhat high

Some DNS resolvers 
appear to be down

HotVPN-Free.unblock.fast proxy VPN HOTVPN Team free.unblock.proxy.unlimited.hotvpn Blocks Test Traffic Blocks Test Traffic

Free VPN - Super Unblock Proxy Master Hotspot VPN Super VPN & Free Proxy free.vpn.proxy.unblock.svd Blocks Test Traffic Blocks Test Traffic
Stark VPN iStark net.starkvpn.starkvpn Blocks Test Traffic Blocks Test Traffic

Free VPN by FreeVPN.org FREE VPN LLC org.freevpn 0 1
Not all DNS types were 
correctly processed

        
InvinciBull VPN - Safe. Private. Invincible. Finjan Mobile, Inc com.finjan.securebrowser 0 2

Some DNS resolvers 
appear to be down

The path between our 
system and your 
network does not appear 
to handle fragmented 
IPv6 traffic properly 

Atom VPN (100% free) Atomvpn.com com.atom.socks5 1 4
Your ISP's DNS server is 
slow to lookup names 

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy 

Not all DNS types were 
correctly processed 

Wuma VPN-PRO(Fast & Unlimited & Security) 无码wuma vpn com.muma.pn 1 7
Your ISP's DNS server is 
slow to lookup names 

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

The network path does 
not reply when it needs 
to fragment traffic 

We detected at least one 
proxy 

Content filters or 
compression proxies 
appear to be present in 
the network - mp3 / 
torrent / exe

Not all DNS types were 
correctly processed 

The path between our 
system and your network 
does not appear to 
handle fragmented IPv6 
traffic properly

VPN Lighter - Free Unlimited VPN Sarah Hawken com.yogavpn.free.unblock.ligher.proxyBlocks Test Traffic Blocks Test Traffic

Hi VPN Pro - Free Unlimited Proxy & Hotspot VPN Hi Security com.ehawk.proxy.freevpn.pro 2 4

We received unexpected 
and possibly dangerous 
results when looking up 
important names

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy 

Not all DNS types were 
correctly processed

Super VPN Hotspot Free Secure VPN Proxy Master Tech Insta Lab com.droidmentor.super_vpn_proxy_turbo_master.unblock_site2 8
Your ISP's DNS server is 
slow to lookup names

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

The network indicated 
bursts of packet loss

Network packet buffering 
may be excessive

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

VPN Dog - Free & Fast & Unlimited & Unblock Huago com.go.vpndog 3 6

We detected an HTTP 
proxy that may be 
vulnerable to attack 

A detected in-network 
HTTP cache incorrectly 
caches information 

Your ISP's DNS server is 
slow to lookup names

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy

We detected an HTTP 
proxy due to flow 
content changes

Content filters or 
compression proxies 
appear to be present in 
the network (mp3 / 
torrent / exe

A detected in-network 
HTTP cache exists in 
your network

        
FREE VPN - Unlimited Free Fast VPN for Android FREE VPN (Unlimited Fast VPN Master)com.open.hotspot.vpn.free 2 6

Your ISP's DNS server is 
slow to lookup names 

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic

The packet loss was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

The network indicated 
bursts of packet loss 

Not all DNS types were 
correctly processed

Some sites were 
blocked using DNS

Unlimited Free VPN Proxy By Hello VPN appmobyu free.unblock.hellovpn 2 6

A detected in-network 
HTTP cache incorrectly 
caches information 

Your ISP's DNS server is 
slow to lookup names 

Certain TCP protocols 
are blocked in outbound 
traffic

Fragmented UDP traffic 
is blocked

We detected at least one 
proxy 

The packet loss was 
somewhat high

A detected in-network 
HTTP cache exists in 
your network

Some DNS resolvers 
appear to be down 

AIR VPN - Free VPN Proxy Best & Fast Shield free vpn proxy com.vpn.tianxing.vpn 1 4

We detected an HTTP 
proxy that may be 
vulnerable to attack 

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy 

We detected an HTTP 
proxy due to flow 
content changes 

Free VPN Proxy & WiFi security - SaferVPN Safer Social Ltd com.safervpn.android Blocks Test Traffic Blocks Test Traffic

http://free.vpn.unblock.proxy.vpn.master.pro
https://play.google.com/store/apps/developer?id=VPN+%E7%BF%BB%E5%A2%99
http://Atomvpn.com
https://play.google.com/store/apps/developer?id=%E6%97%A0%E7%A0%81wuma+vpn
http://com.muma.pn
https://play.google.com/store/apps/developer?id=Sarah+Hawken
http://com.ehawk.proxy.freevpn.pro
https://play.google.com/store/apps/developer?id=appmobyu
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Reindeer VPN - Proxy VPN Tetrastar technology CO,. LTDcom.biganiseed.reindeer 0 0

Free VPN and Fast Connect - OpenVPN for Android ATH Software com.apptonghop.vpnfastconnect 1 4
Your ISP's DNS server is 
slow to lookup names

The network latency was 
somewhat high 

The time to set up a 
TCP connection was 
somewhat high

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

Hotspot VPN - Free Unlimited & Super VPN Proxy Aresmob Studio com.aresmob.hotspotvpn 0 1
Some DNS resolvers 
appear to be down

VPN Express - School VPN & Unlimited & Unblock FIFA VPN com.atschoolfree.proxy.express.vpn 0 6

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy

Not all DNS types were 
correctly processed 

Your DNS server 
accepts unusual glue 
records

The path between our 
system and your network 
does not appear to 
handle fragmented IPv6 
traffic properly 

Bot Changer VPN - Free VPN Proxy & Wi-Fi Security Bot Changer, Inc. com.botchanger.vpn 0 3
We detected at least one 
proxy

The packet loss was 
somewhat high

Not all DNS types were 
correctly processed

Leafy VPN - Free VPN：Smarter And More Efficient Nacl LLC org.amalgam.laboratory 2 5

A detected in-network 
HTTP cache incorrectly 
caches information

We received unexpected 
and possibly dangerous 
results when looking up 
important names

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy 

Content filters or 
compression proxies 
appear to be present in 
the network (mp3 / 
torrent / exe)

A detected in-network 
HTTP cache exists in 
your network

        
Super Fast Hot VPN Free Vpn Proxy Master InstaBerry com.editorstudio.super_hot_vpn 0 3

Not all DNS types were 
correctly processed

Your DNS server 
accepts unusual glue 
records 

Only some root servers 
returned DNSSEC 
information

VPN 365 - Free Unlimited VPN Proxy & WiFi VPN Better Proxy com.facefaster.android.box Blocks Test Traffic Blocks Test Traffic
Free VPN by FireVPN FireVPN com.firevpn.vpn 0 0

Freedom VPN - Free, Secure, Best Service & Speed Hallow Smart com.freedomvpn.privatesecurefast 0 2
Some DNS resolvers 
appear to be down

Your DNS server 
accepts unusual glue 
records

Free VPN Master - Fast secure proxy VPN Freemaster2018 com.free.fast.master.unblock.proxy.vpn0 5

Certain TCP protocols 
are blocked in outbound 
traffic

Fragmented UDP traffic 
is blocked

The network path does 
not reply when it needs 
to fragment traffic 

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

Free Proxy Master DevProm com.freemaster.proxy 0 2
The network indicated 
bursts of packet loss 

Not all DNS types were 
correctly processed

Super Turbo VPN Unblocker Unlimited Freedom Apps com.free.super.turbo.vpn.unblocker Test Fails Test Fails
Free VPN Unlimited Proxy By FishVPN Connect Anywhere com.getfishvpn.fishvpn Blocks Test Traffic Blocks Test Traffic
Gulf Secure VPN Gulf Secure VPN com.gulfvpn Blocks Test Traffic Blocks Test Traffic

Hoxx VPN Hoxx VPN com.hoxxvpn.main 1 3
Your ISP's DNS server is 
slow to lookup names

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy 

Not all DNS types were 
correctly processed

VPN Secure Touch Master Unblock Proxy Super Free Izzidroids com.Izzidroids.proxy.newvpn2018 0 5

Certain TCP protocols 
are blocked in outbound 
traffic

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high 

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

JoyVPN High speed free VPN Emanuil Hristov com.joyvpn.android Blocks Test Traffic Blocks Test Traffic
MaxVPN - Free Fast Connect & Unlimited VPN client LVVMobile com.klmobile.maxvpn 0 0
VPN Free Super Hot VPN Touch Unblock Proxy Instakeet com.logindroids.Hotfree.Vpn Blocks Test Traffic Blocks Test Traffic
VPN Melon - Unlimited•Fast•Proxy Free Vpn Proxy com.mastervpn.melon Blocks Test Traffic Blocks Test Traffic
VPN Master - USA Free Vpn Proxy com.mastervpn.usa Blocks Test Traffic Blocks Test Traffic

5G VPN mscmdh2 com.mdh.vpn5g 2 6
Your ISP's DNS server is 
slow to lookup names

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy 

The network latency was 
somewhat high 

The time to set up a 
TCP connection was 
somewhat high

Network packet buffering 
may be excessive 

Not all DNS types were 
correctly processed

VPN Free Super Speed Unblock Proxy Master ns studio com.nsstudio.vpnfree.superspeed.unblock.proxymasterBlocks Test Traffic Blocks Test Traffic

OLO VPN - Unlimited Free VPN OLO VPN PVT LTD com.olovpn.app 0 6

Certain TCP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy - LOW

The network latency was 
somewhat high 

The time to set up a 
TCP connection was 
somewhat high

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

USA VPN - Free VPN Proxy & Wi-Fi Security World Vpn com.ow.free.usavpn Blocks Test Traffic Blocks Test Traffic

VPN Unlimited, Unblock Websites - IP Changer Genius Recorder com.proxyfree.ultimate.vpn 0 3

Certain TCP protocols 
are blocked in outbound 
traffic

The NAT's DNS proxy 
doesn't fully implement 
the DNS standard

Not all DNS types were 
correctly processed

        
Robo VPN - Free VPN PROXY Rosislav Oresharov com.robovpn.android Blocks Test Traffic Blocks Test Traffic
        
FastVPN - Free Secured Unlimited Fast VPN Proxy SuperApp Inc. com.superapp.fastvpn Blocks Test Traffic Blocks Test Traffic
        
UAE FastVPN - Free Unlimited Secured Unblocked VPN SuperApp Inc. com.superapp.uaefastvpn Blocks Test Traffic Blocks Test Traffic

MyMobileSecure Unlimited VPN VoiceFive, Inc. com.voicefive.mms 0 4

Certain TCP protocols 
are blocked in outbound 
traffic

The network path does 
not reply when it needs 
to fragment traffic 

We detected at least one 
proxy 

Not all DNS types were 
correctly processed

        
VPN Master & Free Unblock Proxy 2018 Abso Green Apps com.vpn.masterfree.unblockproxy.free20180 2

Not all DNS types were 
correctly processed 

Only some root servers 
returned DNSSEC 
information 

VPN Tube - Free VPN ITehno Viktor Vorobei SP com.vpn_tube.vpntube 0 4

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

We detected an HTTP 
proxy due to IP address 
differences

Not all DNS types were 
correctly processed 

Webzilla Unlimited Free VPN Webzilla Apps Inc com.webzilla.vpn 0 4

Certain TCP protocols 
are blocked in outbound 
traffic

Fragmented UDP traffic 
is blocked

The network path does 
not reply when it needs 
to fragment traffic

Not all DNS types were 
correctly processed 

        
Surf VPN - Best Free Unlimited Proxy XSoft inc com.xfx.surfvpn 0 0
小明VPN-免费翻墙科学上网 小明同学 com.xiaoming.vpn Blocks Test Traffic Blocks Test Traffic

FastVPN - Free•unblock•proxy visual communication com.fast.vpnfree 1 5
You are listed on a 
significant DNS blacklist 

Certain TCP protocols 
are blocked in outbound 
traffic 

The packet loss was 
somewhat high

The network indicated 
bursts of packet loss

Some DNS resolvers 
appear to be down

Your DNS server 
accepts unusual glue 
records 

        
Star VPN - Free VPN Proxy App Star VPN com.peach.vpn 1 2

Your ISP's DNS server is 
slow to lookup names

Certain UDP protocols 
are blocked in outbound 
traffic

Not all DNS types were 
correctly processed

Super Power VPN proxy Master-fast security privacy HOTVPN Team free.unblock.pro.powervpn 0 5

Certain TCP protocols 
are blocked in outbound 
traffic

Fragmented UDP traffic 
is blocked

We detected at least one 
proxy 

Some DNS resolvers 
appear to be down 

Your DNS server 
accepts unusual glue 
records

India VPN - Unlimited Free & Fast Security Proxy World Vpn free.unblock.proxy.vpnindia.indiavpn Blocks Test Traffic Blocks Test Traffic

Combo VPN iStark istark.combovpn.combovpn 0 3

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

The time to set up a 
TCP connection was 
somewhat high

GetBehind.me | Ultimate VPN Provider Siteflex LLC me.getbehind.android 0 5

The time to set up a 
TCP connection was 
somewhat high

The network indicated 
bursts of packet loss

Some DNS resolvers 
appear to be down 

Your DNS server 
accepts unusual glue 
records 

Only some root servers 
returned DNSSEC 
information

Cloud VPN - Proxy Server - Unlimited CM Team mobi.cmteam.cloudvpn 0 3
The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high 

Not all DNS types were 
correctly processed

Totally Free VPN Unlimited, Secure & Free! Rejinderi net.rejinderi.totallyfreevpn 0 0

https://play.google.com/store/apps/developer?id=Star+VPN


Free VPN Risk Index: Android Apps
Network Test Results

App Name Publisher APK Name Major Abnormalities Minor Aberrations Major Abnormality #1 Major Abnormality #2 Major Abnormality #3 Major Abnormality #4 Minor Aberration #1 Minor Aberration #2 Minor Aberration #3 Minor Aberration #4 Minor Aberration #5 Minor Aberration #6 Minor Abberation #7 Minor Abberation #8 Minor Abberation #9

Free VPN - Unblock & Fast Hotspot Security Proxy Super VPN & Free Proxy com.unblock.proxy.freevpn 1 5
Your ISP's DNS server is 
slow to lookup names

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy 

Not all DNS types were 
correctly processed

The path between our 
system and your 
network does not appear 
to handle fragmented 
IPv6 traffic properly 

VPN Gate List (Best Free VPN) Rejinderi net.rejinderi.vpngatelist 1 7
You are listed on a 
significant DNS blacklist

Certain TCP protocols 
are blocked in outbound 
traffic 

We detected at least one 
proxy (port 80)

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

We detected an HTTP 
proxy due to flow 
content changes

Some DNS resolvers 
appear to be down

Only some root servers 
returned DNSSEC 
information

        
VPN Master VPN Master vpn.vpnmaster 1 6

You are listed on a 
significant DNS blacklist 

Certain TCP protocols 
are blocked in outbound 
traffic 

The network latency was 
somewhat high 

The time to set up a 
TCP connection was 
somewhat high

Network packet buffering 
may be excessive 

Not all DNS types were 
correctly processed

Only some root servers 
returned DNSSEC 
information

        
21VPN - Unlimited & Free VPN alloc64, s.r.o. net.twentyonevpn.free.vpn.proxy.client1 4

Your ISP's DNS server is 
slow to lookup names 

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic 

The time to set up a 
TCP connection was 
somewhat high 

Some DNS resolvers 
appear to be down

Supper VPN Proxy Abc Studio com.abcstudio.proxy.vpn 3 4
You are listed on a 
significant DNS blacklist 

Your ISP's DNS server is 
slow to lookup names

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

Not all DNS types were 
correctly processed 

VPN Proxy Pro 2017 Apps Island com.appsisland.pro.vpn.proxy Blocks Test Traffic Blocks Test Traffic

SuperVPN 2018 - Secure, Unlimited VPN Master Proxy Aresmob Studio com.aresmob.supervpn2018 0 1
Some DNS resolvers 
appear to be down 

VPN Sky - Super Free VPN Master Proxy Aresmob Studio com.aresmob.vpnsky 0 2

The time to set up a 
TCP connection was 
somewhat high

Some DNS resolvers 
appear to be down 

Easy VPN – Free VPN Proxy & Super Fast VPN Hotspot ATH Software com.ath.easyvpn 0 1

Only some root servers 
returned DNSSEC 
information

Smart VPN - Unlimited Free VPN & Fast Security VPN Brainlab com.brainlab.smartvpn 0 7

Certain TCP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy (port 80)

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

We detected an HTTP 
proxy due to flow 
content changes

Not all DNS types were 
correctly processed 

Only some root servers 
returned DNSSEC 
information

Super VPN 2018 Unlimited Master Unblock Proxy MaazAppsMentor com.droidmentor.free_vpn_super_proxy_master_unlimited.unblock_siteBlocks Test Traffic Blocks Test Traffic

Free VPN Emoji Studio - Free Music Player & QR Code & VPNcom.emoji.freevpn Blocks Test Traffic Blocks Test Traffic

unlimited free easy vpn proxy Apps Trend Setter com.free.unlimitedvpn.freeproxy.bestvpn.master.appBlocks Test Traffic Blocks Test Traffic

Best Free VPN - Squid VPN Professional VPN com.get.squidvpn 1 4

We received unexpected 
and possibly dangerous 
results when looking up 
important names

Certain TCP protocols 
are blocked in outbound 
traffic

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy 

Not all DNS types were 
correctly processed 

Best Free VPN Proxy – FalcoVPN Infoweise Pty Ltd com.infoweise.falcovpn 0 2
Fragmented UDP traffic 
is blocked 

Not all DNS types were 
correctly processed 

Ghost Free VPN Super VPN Safe Connect BerryDevelopers com.loyeltech.free_super_vpn_ghost_master3 8
You are listed on a 
significant DNS blacklist 

Your ISP's DNS server is 
slow to lookup names

Your DNS resolver returns 
IP addresses for names 
that do not exist

Certain TCP protocols 
are blocked in outbound 
traffic 

Certain UDP protocols 
are blocked in outbound 
traffic

The network latency and 
packet loss were 
somewhat high 

The time to set up a 
TCP connection was 
somewhat high

The network indicated 
bursts of packet loss

Network packet buffering 
may be excessive 

Not all DNS types were 
correctly processed

Some sites were blocked 
using DNS

        
MeteorVPN - FREE VPN Rosislav Oresharov com.meteorvpn.android Blocks Test Traffic Blocks Test Traffic

Flash VPN- Best Free VPN Secure for Android Joymore Apps com.milk.ss 0 1

Certain TCP protocols 
are blocked in outbound 
traffic 

unblock websites proxy Free Unlimited VPN khasologix com.phonevpnfree.unblocksites.proxybrowser2 4
You are listed on a 
significant DNS blacklist

Your ISP's DNS server is 
slow to lookup names

Certain TCP protocols 
are blocked in outbound 
traffic 

The network latency was 
somewhat high

The time to set up a 
TCP connection was 
somewhat high

Network packet buffering 
may be excessive

SetupVPN SetupVPN com.setupvpn.main 1 5
Your ISP's DNS server is 
slow to lookup names 

Certain UDP protocols 
are blocked in outbound 
traffic

We detected at least one 
proxy _ VERY LONG

The DNS resolver may 
have problems with 
DNSSEC 

Some DNS resolvers 
appear to be down

The path between our 
system and your 
network does not appear 
to handle fragmented 
IPv6 traffic properly

Panda Free VPN Plex Inc. com.shoplex.freevpn Blocks Test Traffic Blocks Test Traffic

Super VPN Hotspot – VPN Private (Totally Free) AppsHub Droid com.softappsdev.vpn.unlimited 3 8
You are listed on a 
significant DNS blacklist 

A detected in-network 
HTTP cache incorrectly 
caches information 

Your DNS resolver returns 
IP addresses for names 
that do not exist 

Certain TCP protocols 
are blocked in outbound 
traffic 

The time to set up a 
TCP connection was 
somewhat high

Network packet buffering 
may be excessive 

Content filters or 
compression proxies 
appear to be present in 
the network (mp3 / 
torrent / exe)

A detected in-network 
HTTP cache exists in 
your network

Not all DNS types were 
correctly processed

Some sites were blocked 
using DNS

Only some root servers 
returned DNSSEC 
information

http://com.milk.ss
https://play.google.com/store/apps/developer?id=Plex+Inc.

